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PROTECTIONOFPERSONALINFORMATION -POPI POLICY AND COMPLIANCE

GI RESOURCING (PTY) LTD IS COMMITIED TO COMPLUANCE WITH, AND ADHERES TO, THE PROTECTION OF
PERSONALINFORMATION ACT (POPI) SOUTH AFRICA, AND CONFRM THATWE COMPLY WITH THIS
LEGISLATION.

Introduction

The POPI Act requires us to:

1. Sufficiently inform candidates/applicants/work-seekers (data subjects), hereafter referred to as
candidates, the purpose forwhich we will process their personalinformation;

2. Protect ourinformation assets from threats, whetherinternal or external, deliberate or accidental,to
ensurebusinesscontinuation,minimisebusinessdamageandmaximisebusiness opportunities.

This policy and compliance framework establishes measures and standards for the protection and
lawfulprocessing of personalinformation within ourorganisation and provides principlesregarding the
right ofindividuals to privacy and toreasonable safeguarding of their personalinformation.

The Information Officeris responsible for:

Conducting a preliminaryassessment;

The development, implementation and monitoring of this policy and compliance framework;

Ensuring that this policy is supported by appropriate documentation;

Ensuringthatdocumentationisrelevant andkeptup todate;

Ensuring this policy and subsequentupdatesare communicated torelevantmanagers,
representatives, staff and associates, where applicable.

Allemployees,subsidiaries, businessunits,departments and individualsdirectlyassociated with us are
responsible foradhering tothispolicy andforreporting anysecurity breaches orincidentstothe
Information Officer.

Any service provider that providesinformation technology services, including data storage facilities, to
our organisation must adhere the requirements of the POPI Act fo ensure adequate profection of
personalinformation held by them on our behalf. Written confirmation to this effect must be obtained
fromrelevant service providers.
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Policy Principles

Principle 1: Accountability

¢  Wemusttakereasonablestepstoensure thatpersonalinformation obtained fromcandidatesis
stored safely andsecurely.

e ThisincludesCV's,Resumes,References,Qualifications,IntegrityChecksandanyotherpersonal
information that may be obtained for the purpose of candidate representation.

Principle 2: Processing limitation

o  Wewillcollect personalinformation directly from candidates.

e Onceinourpossessionwewillonly processorrelease candidateinformationwiththeirconsent,
except where we are required to do so by law. In the latter case we will always inform the
candidate.

Principle 3: Specific purpose
o Wecollectpersonalinformation from candidatesto enable ustorepresent themto ourclients for
the purpose of recruitment.

Principle 4: Limitation on further processing

e Personalinformation may not be processed furtherin away thatisincompatible with the
purpose forwhichtheinformationwascollectedinitially. We collect personalinformation for
recruitment and it will only be used for that purpose.

Principle 5: Information quality

e We are responsible for ensuring that candidate information is complete, up to date and
accurate before we use it. Thismeans that it may be necessary torequest candidates, from time
totime,toupdatetheirinformationand confirmthatitisstillrelevant.lffwe areunableto reach a
candidate for this purpose theirinformation will be deleted from ourrecords.

Principle 6: Transparency/openness
o  Where personalinformationis collected from asource otherthan directly from a candidate (EG
Social media, portals) we areresponsible for ensuring that the candidate is aware:
o Thattheirinformation is being collected;
o Whoiscollecting theirinformation by giving them our details;
o Ofthe specificreason that you are collecting theirinformation.

Principle 7: Security safeguards

¢ We will ensure technical and organisational measures to secure the integrity of personal
information, and guard against the risk of loss, damage or destruction thereof. Personal
informationmust alsobe protected against anyunauthorised orunlawfulaccessorprocessing. We
are committed to ensuring that information is only used for legitimate purposes with candidate
consent and only by authorised employees of our agency.

Principle 8: Participation of individuals

¢ Candidatesare entitledtoknow particulars of theirpersonalinformation held by us, aswellas the
identity of any authorised employees of ouragency that had access thereto. They are also
entitled fo correct any information held by us.
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Operational Considerations

Monitoring

The Board/Management and Information Officer are responsible for administering and overseeing the
implementation of this policy and, as applicable, supporting guidelines, standard operating
procedures, notices, consents and appropriate related documents and processes. Allemployees,
subsidiaries,businessunits,departmentsandindividualsdirectlyassociatedwithusaretobetrained,
accordingtotheirfunctions,intheregulatoryrequirements, policiesand guidelinesthatgovernthe
protection of personalinformation. We willconduct periodic reviews and audits, where appropriate, to
ensure compliance with this policy and guidelines.

Operating controls
We shallestablishappropriate standard operating proceduresthat are consistentwith this policy and
regulatory requirements. This willinclude:

Allocation of information security responsibilities.
Incident reporting and management.

User ID addition orremoval.

Information security training and education.
Data backup.

Policy compliance
Anybreach/esofthispolicy mayresultindisciplinary action and possible termination of employment.

For candidates:

By Submitting your information and application you hereby confirm:
1. Thatyouhaveread and understood our POPI Policy;
2. Thatyouhavenoobjectiontousretainingyourpersonalinformationinourdatabase forfuture
matching;
3. Shouldsuitable opportunities arise we willcontactyouandrequestyourconsenttosubmityour CV
to a specific client for a specific purpose;
4. Thattheinformation you have provided to usis true, correct and up to date.

Ifyouhave any additional questions about GTResourcing (Pty) Ltd.'s collection and storage of data,
please contact usat:

RHDHYV Building,
Tygerberg Park,
163UysKrigeDrive,
Plattekloof,

Cape Town, 7500

T: +27 (0)21 671 3886

E: info@geotech.co.za
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OBIJECTION TO THE PROCESSING OF PERSONAL INFORMATION IN TERMS OF SECTION 11(3) OF THE
PROTECTION OF PERSONAL INFORMATION ACT, 2013 (ACT NO. 4 OF 2013) REGULATIONS RELATING
TO THE PROTECTION OF PERSONAL INFORMATION, 2018 [Regulation 2]

Notes:

1. Affidavits or other documentary evidence in support of the objection may be attached.

2. If the space provided for in this Form is inadequate, submit information as an Annexure to this Form and sign each page.
3. Complete as is applicable.

DETAILS OF DATA SUBJECT

Name(s) and surname of data subject:
Unique Identifier/ Identity Number
Residential, postal or business address:
Contact number(s):

E-mail address:

DETAILS OF RESPONSIBLE PARTY
Name /Registered name of responsible party:
Residential, postal or business address:
Contact number(s):
E-mail address:

REASONS FOR OBJECTION IN TERMS OF SECTION 11(1)(d) to (f)

Please provide detailed reasons for the objection below:

Signature of data subject/designated person

PLEASE EMAIL THIS LETTER TO vanessa@geotech.co.za
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REQUEST FOR ACCESS TO/CORRECTION/DELETION OF PERSONAL INFORMATION OR DESTROYING/DELETION
OF RECORD OF PERSONAL INFORMATION IN TERMS OF SECTION 24(1) OF THE POPI ACT, 2013 (ACT NO. 4 OF
2013) REGULATIONS, 2018 [Regulation 3]

Notes:

1. Affidavits or other documentary evidence in support of the objection may be attached.

2. If the space provided for in this Form is inadequate, submit information as an Annexure to this Form and sign each page.
3. Complete as is applicable.

Mark the appropriate request box with an X

I:lAccess to/Correction or deletion of personal information about the data subject which is in possession

or under the control of the responsible party.

I:l Destroying or deletion of a record of personal information about the data subject which is in possession or

under the control of the responsible party and who is no longer authorised to retain the record of information.
DETAILS OF DATA SUBJECT

Name(s) and surname of data subject:
Unique Identifier/ Identity Number:
Residential, postal or business address:
Contact number(s):

E-mail address:

DETAILS OF RESPONSIBLE PARTY

Name /Registered name of responsible party:
Residential, postal or business address:
Contact number(s):

E-mail address:

INFORMATION TO BE ACCESSED/CORRECTED/DELETED/DESTROYED (Circle applicable request)

Give description of Information:
Give detailed reasons for the request:

Signed at ...ccoeveieiieiee this oo day of cooeieiiiiieeee P10

Signature of data subject/ designated person

PLEASE EMAIL THIS LETTER TO vanessa@geotech.co.za
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